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Description 
Bar Coded Addressing Technique 

Background of Invention 
[0001] Technical Field. 

[0002] The present invention pertains to the field of computer 
networking, particularly in the area of industrial automa- 
tion and control as related to addressing of devices on the 
network. 

[0003] Background. 

[0004] As computer networks have become more sophisticated 
and flexible, a number of usability issues have arisen that 
make certain aspects of network design and maintenance 
more complex. In the effort to provide transparency of lo- 
cations and flexibility of routing of messages across wide 
domains, several layers of abstraction have been incorpo- 
rated in the network protocol architecture to hide the true 
address of a device. In most cases this make the user's 
situation easier, for once the user has a set of hardware, a 
network administrator sets up the abstractions and the 



user is free to use his device without concern. 

[0005] For example, a user with a personal computer may have 
an Ethernet chip that contains a set MAC (also know as 
IEEE Global Address) address that is the true physical ad- 
dress of his personal computer. A network administrator 
will assign this MAC address an IP address (an IP address 
is an Internet Protocol address used by network devices to 
determine where to send network messages) either di- 
rectly or from a pool of IP addresses through either a 
BOOTP or DHCP server. This server is a simple database 
that translates the virtual IP address into the actual MAC 
address. In addition, there is a further level of abstraction 
with a URL that maps a name to an IP address that is fur- 
ther mapped to a MAC address. 

[0006] This works fairly well in an office environment where there 
are few changes to the equipment over the course of time 
and where the impact of a few hours delay waiting for a 
network administrator to update tables should a failure 
occur is small. However, in a factory environment, failures 
are more prevalent. Wide changes in voltage can damage 
electronic components, forklifts can collide with factory 
computers, and dust and dirt can cause frequent failure of 
computer and networking equipment. And in a factory en- 



vironment, the cost of downtime can be quite large. Fail- 
ure of certain factory equipment can mean that the fac- 
tory, or a portion of it, is not producing product. This can 
lead to loss of income to the factory. Furthermore, many 
factories operate 24 hours a day, seven days per week. 
Operation of the factory during off shifts are typically 
handled by operators. There are usually no network ad- 
ministrators to update the DHCP or BOOTP tables should a 
component need to be replaced. 

[0007] Factories are automated using a number of devices, many 
of which are computerized. The more complex computer- 
ized factory automation devices often will include network 
access, either through an integrated network chip or 
through an add-in board. These factory automation de- 
vices may include programmable logic controllers, human 
machine interfaces, message boards, push button panels, 
factory personal computers, intelligent input and/or out- 
put devices, motor starters, power monitoring and man- 
agement devices, intelligent relays, sensors and many 
other automation devices. 

[0008] Traditionally, factory networks solved this problem by us- 
ing simple protocols that were based upon switches or di- 
als that specified the network address of a device. How- 



ever, with the use of Ethernet and other complex network 
architectures as the factory network, dials were not longer 
practical. Instead, standard network addressing schemes 
using MAC addressing and DHCP or BOOTP servers have 
replaced the dials. 
[0009] As a result, operators are required to change failed equip- 
ment in the shortest possible amount of time, and on 
shifts where little assistance is available. It is important, 
therefore, to design the ergonomics of the factory net- 
work to allow for simple replacement of network compo- 
nents. The present invention solves this and other prob- 
lems. 

Summary of Invention 

[0010] The present invention is directed to a network device for 
an industrial control that consists of a network connection 
between the network device and an industrial control net- 
work where the MAC address of the network device pro- 
vides an unique address on the industrial control network 
and a representation of the MAC address in a bar code 
format visible on said network device. 

[0011] Another aspect of the present invention is directed to a 
network device for an industrial control that consists of a 
network connection between the network device and an 



industrial control network where the MAC address of the 
network device provides an unique address on the indus- 
trial control network and a representation of the MAC ad- 
dress in a bar code format visible on said network device. 
Here, the bar code is read by a bar code reader that com- 
municates the MAC address to a DHCP or a BOOTP server. 
[0012] a further aspect of the present invention is directed to a 
network device for an industrial control that consists of a 
network connection between the network device and an 
industrial control network where the MAC address of the 
network device provides an unique address on the indus- 
trial control network and a representation of the MAC ad- 
dress in a bar code format visible on said network device. 
Furthermore, the network device is a programmable logic 
controller. 

[0013] An object of the present invention is directed to a network 
device for an industrial control that consists of a network 
connection between the network device and an industrial 
control Ethernet network where the MAC address of the 
network device provides an unique address on the indus- 
trial control network and a representation of the MAC ad- 
dress in a bar code format visible on said network device. 

[0014] Another aspect of the present invention is the method of 



assigning a network address to a MAC address on an in- 
dustrial control network using the steps of indicating the 
desire to replace a first network device with a second net- 
work device, then scanning the bar code that contains the 
MAC address of the first device, then scanning the bar 
code that contains the MAC address of the second device, 
and then updating a network database, replacing the first 
MAC address with the second MAC address. 

[0015] a further aspect of the present invention is the method of 
assigning a network address to a MAC address on an in- 
dustrial control network using the steps of indicating the 
desire to replace a first network device with a second net- 
work device, then scanning the bar code that contains the 
MAC address of the first device, then scanning the bar 
code that contains the MAC address of the second device, 
and then updating a BOOTP or DHCP database, replacing 
the first MAC address with the second MAC address. 

[0016] Another aspect of the present invention is the method of 
assigning a network IP address to a MAC address on an 
industrial control network using the steps of indicating 
the desire to replace a first network device with a second 
network device, then scanning the bar code that contains 
the MAC address of the first device, then scanning the bar 



code that contains the MAC address of the second device, 
and then updating a network database, replacing the first 
MAC address with the second MAC address. 

[0017] Another aspect of the present invention is the method of 
assigning a network address to a MAC address on an in- 
dustrial control network using the steps of indicating the 
desire to replace a first network device with a second net- 
work device, then scanning the bar code that contains the 
MAC address of the first device, then scanning the bar 
code that contains the MAC address of the second device, 
and then updating a network database, replacing the first 
MAC address with the second MAC address. This method 
further includes the step of physically replacing the first 
device with the second device. 

[0018] a further aspect of the present invention is the method of 
assigning a network address to a MAC address on an in- 
dustrial control network by indicating the desire to add a 
network device to a network database, then scanning a 
bar code that contains a MAC address of the network de- 
vice, then identifying an Internet Protocol (IP) address, and 
finally updating a network database, adding the MAC ad- 
dress and the IP address to the network database. 

[0019] a further aspect of the present invention is the method of 



assigning a network address to a MAC address on an in- 
dustrial control network by indicating the desire to add a 
network device to a network database, then scanning a 
bar code that contains a MAC address of the network de- 
vice, then reading the bar code of an Internet Protocol (IP) 
address, and finally updating a network database, adding 
the MAC address and the IP address to the network 
database. 

[0020] a further aspect of the present invention is the method of 
assigning a network address to a MAC address on an in- 
dustrial control network by indicating the desire to add a 
network device to a DHCP or BOOTP database, then scan- 
ning a bar code that contains a MAC address of the net- 
work device, then identifying an Internet Protocol (IP) ad- 
dress, and finally updating a DHCP or BOOTP database, 
adding the MAC address and the IP address to the net- 
work database. 
Brief Description of Drawings 

[0021] Figure 1 is a drawing of a network device. 

[0022] Figure 2 is a diagram of a factory automation network. 

[0023] Figure 3 is a flow chart of the procedure to enter a new 
device into a DHCP server using a bar code. 



[0024] Figure 4 is a flow chart of the procedure to replace a de- 
vice with a new device. 
Detailed Description 

[0025] when any Ethernet device 10 is manufactured, an unique 
address 30 is programmed into the non-volatile memory 
20 of the device 10. This unique address 30 is called a 
MAC address. It is also know as an IEEE Global Address. 
This address is assigned by a standards body in blocks to 
individual manufacturers, who place the address in a per- 
manent memory location within the device. This relation- 
ship is seen in Figure 1. However, a user must know the 
value of this MAC address 30, so a label is placed on the 
product that contains the address 50 in some form. The 
address label 50 in Figure 1 is in bar code format and may 
also include the number in ASCII format. 

[0026] Figure 2 shows a diagram of a factory automation network 
121 with several programmable logic controllers (PLCs) 
122a, 122b, 122c and 111 attached. There is also a DHCP 
server 101. The DHCP server lOlhas a bar code reader 
102 attached to it. DHCP server 101, typically, but not ex- 
clusively, is a personal computer connected to the net- 
work 121 running network management software de- 
signed to process DHCP requests. This software answers 



network requests to translate an IP address into a MAC 
address, and is essentially a database to map one address 
into the other. The software contains a user interface to 
allow a user to add, delete, or replace a MAC address in 
the database. 

[0027] The PLC 111 is a detailed drawing of the various elements 
of one type of PLC. The PLC 111 contains a CPU card 112, 
an input card 116, an output card 117, and a network 
card 113. The PLC 111 also contains a bar code IP address 
114 for that particular address. This address is optional, 
and used for adding a new device. While the bar code 114 
is placed on the CPU 112 in this drawing, it can be placed 
anywhere in the PLC 111. 

[0028] The network card 113 also contains a bar code address 
115. However, the bar code 115 on the network card 113 
contains the MAC address of the network card. 

[0029] Figure 3 contains a flow chart of the operation needed to 
add a new network device to the DHCP server. The proce- 
dure starts 200 when the user tells the software to enter a 
new MAC address 201. The user then uses the bar code 
reader 102 to read the MAC address 115 from the net- 
work card 113 in the next step 202. If the PLC 111 has a 
bar code 114 (step 203), then the user uses the bar code 



reader 102 to read the IP address bar code 114 from the 
PLC 111 in step 204. If there are no IP addresses on the 
PLC 111 to scan, then the user will have to enter the IP 
address manually in step 210. The software then asso- 
ciates the IP address 114 to the MAC address 115 in the 
DHCP database in step 205, and the process is complete 
220. 

[0030] | n Figure 4, there is a flow chart that explains the opera- 
tion needed to replace a network card or device. The pro- 
cess starts 301 with the user designating the desire to re- 
place a network device in step 302. The user then scans 
the old MAC address bar code 115 with the bar code 
reader 102 in step 303. Next, the user scans the new bar 
code 115' with the bar code reader 102 in step 304. In 
step 305 the software associated the IP address that was 
associated with MAC address 115 with the new MAC ad- 
dress 115' through a simple lookup and replace algo- 
rithm, and the process is complete 306. 

[0031] while the above description describes a specific embodi- 
ment of this invention, a number of other possibilities are 
envisioned, and the scope of protection is only limited by 
the scope of the accompanying claims. 



